WINDSOR & DISTRICT CHAMBER OF COMMERCE

Privacy Policy

Purpose
The Windsor & District Chamber of Commerce is committed to protecting the privacy and security of the personal information of its members, partners, and potential website visitors. This policy governs the collection, use and disclosure of personal information belonging to our members.

Policy

1. Definition of Personal Information

(1) For the purposes of this policy, personal information includes information in any form that is reasonably required by us for the purpose of determining membership or registering and paying for events and programs and generally fulfilling the objects of the Chamber.  This includes:

· Business name

· Legal Entity

· Contact name

· Position in Company

· Mailing address, physical address (if different from mailing), postal code

· Telephone number, fax and toll-free numbers 

· Cell phone, direct lines, unlisted numbers (if you wish to provide this information)

· Email and Web address

· Type of Business

· ISO Designation

· Visa/MasterCard/American Express numbers and expiry dates if these cards are use for membership fees or purchases

· Search words for use by internet search engines

· Number of full and part-time employees

· Number of years in business

· Membership fee

2. Collection, Use and Disclosure

(1)
Before we collect personal information, we will explain the purpose for its collection. Generally speaking, we collect information on member companies: 

· For the production and distribution of the annual membership directory

· For listing on the Chamber Web Site

· For the production and sale of membership label lists

· For referrals

· For administering Chamber membership and providing member services

· For registering for Chamber events

· For purchasing various Chamber products or services including document certification

· For the processing and administering of the above or other purposes as necessary.

(2) We may collect personal information without your knowledge or consent:

· if it is clearly in your interests and consent is not available in a timely way 

· if knowledge and consent would compromise the availability or accuracy of the information and collection is required to investigate a breach of an agreement or contravention of a federal or provincial law 

· for journalistic, artistic or literary purposes 

· if it is publicly available as specified in the regulations 

(3) We may use personal information without your knowledge or consent:

· for an emergency that threatens an individual's life, health or security 

· for statistical or scholarly study or research (as long as we notify the Privacy Commissioner before using the information) 

· if it is publicly available as specified in the applicable government regulations 

· if the use is clearly in your interest and consent is not available in a timely way 

· if knowledge and consent would compromise the availability or accuracy of the information and collection was required to investigate a breach of an agreement or contravention of a federal or provincial law

(4) We may disclose personal information without your knowledge or consent only:

· to a lawyer representing the organization 

· to collect a debt you owe to us 

· to comply with a subpoena, a warrant or an order made by a court or other body with appropriate jurisdiction 

· to a government institution that has requested the information, identified its lawful authority, and indicated that disclosure is for the purpose of enforcing, carrying out an investigation, or gathering intelligence relating to any federal, provincial or foreign law; or suspects that the information relates to national security or the conduct of international affairs, or is for the purpose of administering any federal or provincial law 

· to an investigative body named in the applicable legislation or regulations or government institution on our initiative when we believe the information concerns a breach of an agreement, or a contravention of a federal, provincial, or foreign law, or suspect the information relates to national security or the conduct of international affairs 

· if made by an investigative body for the purposes related to the investigation of a breach of an agreement or a contravention of a federal or provincial law 

· in an emergency threatening your life, health, or security (we will inform you of the disclosure) 

· for statistical, scholarly study or research (we will notify the Privacy Commissioner before disclosing the information) 

· to an archival institution 

· if it is publicly available as specified in the applicable regulations 

· if required by law

3. Consent

(1) You will be deemed to consent to the collection, use or disclosure of the personal information if, when the information was given, the purpose would be obvious to a reasonable person. For example, businesses who submit their company information are deemed to consent to its use for determination of membership status.

(2) The Chamber seeks consent for all personal information we collect, use and disclose through information provided to individuals before collection, or at the time of collection.

(3) If you have voluntarily provided information, you have consented to the collection, use and disclosure of your personally identifiable information as describer in the Privacy Policy.  As required by the CSA Model code, the Chamber will not use personal information for any purpose other than that for which you consented.  Should the Chamber require personal information for a new purpose, we will contact you to seek consent for that new use.

(4) Information that has been collected prior to the implementation of this Privacy Policy will be used only in accordance with the purposes enumerated in this Privacy Policy.  Should an organization wish to review the information that has been collected in the past, they are invited to contact the Chamber Privacy Officer.

4. Retention and Disposal of Personal Information

(1)  We will only retain personal information as long as necessary to enable the     Chamber to obtain personal information used to make a decision about your membership status and to satisfy the purpose for which it was obtained. 

(2)  We will destroy documents containing personal information once the information has served the purpose for which it was obtained, unless it must be retained for legal purposes.

5. Accuracy of Personal Information

(1)  When we collect, use or disclose your personal information, we will make reasonable efforts to ensure that it is accurate to the extent necessary to fulfill the purposes for which it was obtained.

(1)  You may submit a written request to us to correct any errors or omissions in any of your personal information that is in our control. We will either amend the information or notify you of any reasons why such an amendment cannot be made.

6. Protection of Personal Information

(1)  We recognize the importance of protecting your personal information and will use appropriate security safeguards to provide the necessary protection. This includes:

· physical measures such as locked filing cabinets, alarm systems and restricting access to areas in which personal information is stored

· technological resources such as firewalls, encryption software and passwords; and

· organizational controls including security clearance measures, staff training, the use of confidentiality agreements and limiting access to only those who need the information

(2) We expect you to assist us in protecting personal information and to take all appropriate measures to safeguard personal information belonging to you.  This includes ensuring that:

· any individuals who have requested personal information and those to whom you are sending it are authorized to receive the information

· the method by which the information is transmitted (e.g., email, fax, telephone etc.) will adequately protect the confidentiality of the information in light of its sensitivity

7. Maintaining Awareness of Our Practices

(1)  We will inform all members and any other relevant individuals that we have policies and practices for the management of personal information.

(2)   Our privacy policy is available through our web page or by contacting the Chamber Privacy Officer.

8. Access to Personal Information

(1) You may request access to your personal information or want to know how it is or has been used or disclosed, by submitting a written request to The Personal Information Officer.

(2)  We will respond to your request for access no later than 30 days after receiving the request. Upon notice to you, this 30 day response time may be extended for a maximum of 30 additional days if:

(3) responding to the request within the initial 30 day period would unreasonably interfere with Chamber activities

(4) we need additional time to conduct consultations or to convert personal information to an alternate format

(5) Under certain circumstances, you may be expected to bear any costs associated with disclosing the information to you. We will advise you up front of any costs associated with disclosure.

(6) We must refuse access to your personal information if:

· it would reveal personal information about another individual which cannot be removed, unless there is consent or a life threatening situation

· we have disclosed information to a government institution for law enforcement or national security reasons. Upon request, the government institution may instruct us to refuse access or not to reveal that the information has been released. We will then refuse the request and notify the Privacy Commissioner. We are not allowed to inform you of the disclosure to the government institution, or that the institution was notified of the request, or that the Privacy Commissioner was notified of the refusal. 
(7) We may refuse access to personal information if the information falls under one of the following circumstances:

· it is protected by solicitor-client privilege 

· it constitutes confidential commercial information, which cannot be removed

· disclosure could harm an individual's life or security and the offending information cannot be removed

· it was collected without your knowledge or consent to ensure its availability and accuracy, and the collection was required to investigate a breach of an agreement or contravention of a federal or provincial law (the Privacy Commissioner must be notified) 

· it was generated in the course of a formal dispute resolution process. 

9. Complaint Process

· If you are dissatisfied with the manner in which we have handled your personal information, you may contact the Chamber Privacy Officer in writing to outline the reasons for your concern.  The Chamber President is the designated Chamber Privacy Officer and can be contacted as follows:

· Email at: lsmith@windsorchamber.org
· Telephone at: 519-966-3696 Ext 22

· Facsimile at: 519-966-0603

· Mail at:  2575 Ouellette Ave., Windsor, Ontario, N8X 1L9

· We will investigate and respond to all complaints made in relation to this policy.

· You may also make a complaint to the Privacy Commissioner of Canada:

112 Kent Street

Ottawa, Ontario

K1A 1H3

1-800-282-1376

10. Questions

· Any questions or comments about the Windsor & District Chamber of Commerce’s handling of personal information should be directed to the Chamber Privacy Officer.
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